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Introduction to the Interface of Probability and

Algorithms
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Abstract. Probability and algorithms enjoy an almost boisterous interac-
tion that has led to an active, extensive literature that touches fields as
diverse as number theory and the design of computer hardware. This
article offers a gentle introduction to the simplest, most basic ideas that

underlie this development.
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1. INTRODUCTION

The theory of algorithms has undergone an extraor-
dinarily vigorous development over the last 20 years,
and probability theory has emerged as one of its most
vital partners. The main purpose of this special issue
is to give an understanding of the power that comes
from applying probability in the theory of algorithms,
but an equally essential aim is to point out the variety
of ways in which probability plays a role. One useful
step in understanding this variety comes from making
a clear distinction between the subject of probabilistic
algorithms and the subject of probabilistic analysis
of algorithms. Confusion sometimes arises over what
methods are properly called “probabilistic (or random-
ized) algorithms”—and indeed there are some gray ar-
eas. Still, if one does not press for too fine a point,
there are considerable organizational and conceptual
benefits in drawing the distinction between probabilis-
tic algorithms and the probabilistic analysis of a (possi-
bly deterministic) algorithm.
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One common distinction is that probabilistic algo-
rithms, unlike deterministic ones, make random
choices when computing. They are commonly referred
to as “coin-flipping algorithms.” Such algorithms will
produce (possibly) different results for the same prob-
lem when posed in different circumstances. On the
other hand, the probabilistic analysis of an algorithm
incorporates randomness into the data processed by
an algorithm. Properly speaking, we are considering
the pair (algorithm, problem instance) and probabilis-
tically exploring the algorithm behavior over a large
variety of problem instances. Typically, the analyst can
make statements about the probability of selecting a
particular instance, or focus attention on the distribu-
tion of suitable variables that describe the problem
instance. The task is then to relate the algorithm per-
formance to these variables.

This introduction provides several simple illustra-
tions of the distinction between the design of probabi-
listic algorithms and the probabilistic analysis of
algorithms. An excellent examples-oriented survey of

_ probabilistic algorithms is that of Karp (1991).

2. PROBABILISTIC ALGORITHMS

2.1 Everyday Examples

Before developing more serious examples that re-
quire detailed mathematical description, it seems use-
ful to provide a couple of everyday analogies.
Mathematics often speaks best for itself, and one
should not read too much into analogies, but because
there are important uses of probabilistic algorithms
that can be explained without any technical prerequi-
sites, it seems appropriate to look at them early on.

We have all had the experience of walking along a
narrow path and encountering someone who is ap-
proaching on the same side of the path. As the individu-
als draw closer, one moves to the other side of the path
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to let the other person pass, but often the other person
does the same simultaneously. This little shuffle contin-
ues one or two more times before the two people end
up on opposite sides of the path and can pass each
other.

Although people resolve such difficulties with little
more cost than a moment’s embarrassment, the analo-
gous situation is more serious when packets of informa-
tion end up vying for the use of the same place at the
same time in a communication channel. When one tries
to program machines to avoid such deadlocks, there
are decided drawbacks to most deterministic rules.
The dogged consistency of machines is such that the
shuffling from side to side can go on unabated until an
outside action halts the dance. This is an unacceptable
state of affairs that one ought to be able to avoid
through thoughtful design.

One theme of this report is that a natural course of
action when one is faced by the disadvantages of purely
deterministic rules is to introduce some sort of ran-
domness into the protocol. Each process could continue
to follow its own randomized rule without regard for
the rule being followed by the other process, and the
eternal dance would be avoided. This simple idea is at
the heart of many of the communication protocols in
use in the world today.

The larger idea onto which this flavor of application
can be attached might be called “randomization to
avoid special coincidences.” Probabilists and statisti-
cians can find analogs of this phenomenon in many
other fields, and, as more technical examples will illus-
trate later, there are more profound consequences to
the idea than are done, justice to by this first quick,
everyday example.

Our second everyday example involves opinion polls.
These are so widely discussed and so well understood
one cannot easily evoke a proper awareness that there
is actually quite a bit of magic in the technology—
enough so that there is still cutting-edge research in
computer science related to the subject. If we want to
know what percentage of Americans favor a $1.00/
gallon gasoline tax, we know perfectly well how to
obtain a useful answer to the question at a cost that
is a small fraction of the cost of conducting a census
of the whole populace.

One point that deserves to be underscored in this
example is that the precise question that has been
posed has nothing a priori to do with probability. If
we are faithful to the precise phrasing of the question,
we have to agree that it is one that can be answered
only by a complete census as long as one insists on an
exact answer. Still, a useful answer need not be per-
fectly exact, and the full complement of political in-
sight is likely to be gained by knowing the answer to
within plus or minus two percentage points. This fact
is easily seen and accepted in this context, yet when

one reviews the theory of algorithms one finds that
tremendous effort is often expended to get exact an-
swers where approximate ones might serve just as
well. Thus, willingness to accept approximation seems
to be one door for probability to enter. More surprising
mathematical examples to be considered below will
show that this is not the only door. Still, in the context
of our polling question, an approximation clearly serves
the policy purpose just as well as a complete census.

The key point of the polling example is not that ap-
proximation is useful, but rather it suggests that the
sampling techniques of political pollsters are actually
probabilistic algorithms; one uses exogenous randomiza-
tion to obtain an approximation to a problem that would
be prohibitively expensive to answer exactly. Approxi-
mation is a common but not inevitable feature of proba-
bilistic algorithms. The key point is that one pours
in randomness that was not there to begin with. In the
pollster’s case the randomness that was added was that
used in making the random selection. What was
purchased at the price of this extra complication was
the applicability of the probability theory that enabled
us to quantify the quality of our solution. These are
features that one finds throughout the theory of proba-
bilistic algorithms.

To be sure, there are differences in flavor between
the pollsters’ techniques and those applied in computer
science. The pollsters’ methods are applied in a social
rather than a computational context, and, perhaps as
a result, the process looks unsophisticated, or even
straightforward. Individuals will sometimes disagree,
but it seems useful to hold that the pollsters’ tech-
niques are just as much a probabilistic algorithm as
any being studied in computer science. The difference
of context does not alter the logical structure, and the
perceived difference in sophistication comes in good
measure from the fact that our example did not go into
any subtleties such as how one might really draw the
sample and whether some trickier sampling scheme

- might do better than a uniform random sample.

This pollster problem completes the second of our
two everyday examples. Both were illustrations of ran-
domization applied in algorithms. In one case the ran-
domization offered escape from the “special situation”
traps into which deterministic processes can fall. In
the second case, we gained great savings of cost at the
price of accepting an approximation, and we were able
to quantify the quality of our approximation because
we were able to add just the kind of extra randomness
to which a compelling theory could be applied.

2.2 Hashing

Some of the earliest examples of probabilistic algo-
rithms were invented in the context of storage algo-
rithms, and one of most influential of the ideas to be
developed to speed up the access of stored information



