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Achieving optimal statistical performance while ensuring the privacy of
personal data is a challenging yet crucial objective in modern data analy-
sis. However, characterizing the optimality, particularly the minimax lower
bound, under privacy constraints is technically difficult.

To address this issue, we propose a novel approach called the score attack,
which provides a lower bound on the differential-privacy-constrained mini-
max risk of parameter estimation. The score attack method is based on the
tracing attack concept in differential privacy and can be applied to any statisti-
cal model with a well-defined score statistic. It can optimally lower bound the
minimax risk of estimating unknown model parameters, up to a logarithmic
factor, while ensuring differential privacy for a range of statistical problems.
We demonstrate the effectiveness and optimality of this general method in
various examples, such as the generalized linear model in both classical and
high-dimensional sparse settings, the Bradley-Terry-Luce model for pairwise
comparisons, and nonparametric regression over the Sobolev class.

1. Introduction. With the vast amount of data being generated by individuals, busi-
nesses, and governments, statistical and machine learning algorithms are widely employed
to facilitate informed decision-making in domains such as healthcare, finance, public pol-
icy, transportation, education, and scientific discoveries. The extensive use of algorithms un-
derscores the importance of safeguarding data privacy. As a result, the differential privacy
framework [18, 19] for privacy-preserving data processing has garnered substantial atten-
tion. Notably, the US Census Bureau utilized differentially private methods for the first time
in the 2020 US Census [27] to publish demographic data.

In essence, a differentially private algorithm protects data privacy by ensuring that an
observer of the algorithm’s output cannot ascertain the presence or absence of any individ-
ual record in the input dataset. The design and analysis of differentially private algorithms
is a rapidly evolving research field, with many differentially private solutions available in
the literature for essential statistical and machine learning problems. These include mean
estimation [9, 31, 32, 14], top-k selection [7, 54], linear regression [59, 14], multiple test-
ing [23], causal inference [36, 37], and deep learning [1, 45]. Achieving optimal statistical
performance while preserving privacy is a challenging yet crucial objective in modern data
analysis.

While desirable for many reasons, differential privacy imposes a constraint on algorithms
and may compromise their accuracy in statistical inference. In the decision-theoretical frame-
work, the accuracy of parameter estimation is often measured by the minimax risk, which is
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defined as the best possible worst-case performance among all procedures. When the class
of procedures considered is limited to differentially private ones, we arrive at the privacy-
constrained minimax risk, which represents the optimal statistical performance among all
differentially private methods in the worst-case scenario.

The difference between the unconstrained minimax risk and the privacy-constrained mini-
max risk quantifies the cost of differential privacy, or the amount of accuracy that is inevitably
lost due to differential privacy, regardless of how well the differentially private algorithm is
designed. Characterizing optimality, particularly the minimax lower bound, under privacy
constraints is technically difficult. There have been active efforts to quantify the cost of dif-
ferential privacy, in such problems as mean estimation [9, 31, 32, 14], top-k selection [7, 54],
linear regression [14], and so on.

A key step in establishing minimax theory, whether constrained or unconstrained, is the
derivation of minimax lower bounds. In the classical unconstrained setting, several effective
lower bound techniques have been developed in the literature, including Le Cam’s two-point
argument, Assouad’s Lemma, and Fano’s Lemma. (See [35, 57] for more detailed discussions
on minimax lower bound arguments.) However, these methods are not directly applicable to
the privacy-constrained setting, and new technical tools are needed. Another line of work
[9, 33, 2, 3] lower bounds the privacy-constrained minimax risk using differentially private
analogs of traditional Le Cam’s, Fano’s, and Assouad’s inequalities. Similar to the original
versions, these differentially private analogs can, in principle, be applied to general estimation
and testing problems and lead to tight lower bound results in discrete distribution estimation
[2, 3], but their effectiveness in other statistical problems has yet to be fully explored.

In this paper, we introduce a general technique named the “score attack" to establish lower
bounds on the privacy-constrained minimax risk. The method is applicable to any statistical
model with a well-defined score statistic, which is simply the gradient of the log-likelihood
function with respect to the model parameters. After presenting the technique in general
terms in Section 2, we use it to derive precise privacy-constrained minimax lower bounds
across four statistical models: the low-dimensional generalized linear models (GLMs), the
Bradley-Terry-Luce model for pairwise comparisons, the high-dimensional sparse GLMs,
and nonparametric regression.

1.1. Main Results and Our Contribution.
The score attack technique. The score attack technique generalizes the “tracing adversary"
argument, which was first developed by [13, 22]. It has been further applied to various sta-
tistical problems, including sharp lower bounds for classical Gaussian mean estimation and
linear regression [31, 14], as well as lower bounds for high-dimensional sparse mean estima-
tion and linear regression [54, 14]. In these previous works, the design of tracing attacks is
largely ad hoc and specific to statistical models such as Gaussian or Beta-Binomial; a general
principle for designing attacks has not been observed. Although some promising proposals
have been made in this direction [49, 42], it is unclear whether the suggested attacks in these
works actually imply any lower bound results.

The proposed score attack technique is a general method for lower bounding the privacy-
constrained minimax risk in statistical models that have a well-defined score statistic, which is
the gradient of the likelihood function with respect to the model parameters. As explained in
Section 2, the score attack method reduces lower bounding the privacy-constrained minimax
risk to computing the score statistic and choosing an appropriate prior distribution over the
parameter space. This approach is reminiscent of the classical method of lower bounding the
minimax risk by the Bayes risk.

Optimal differentially private algorithms. In this paper, we establish the minimax optimal
rate of convergence, up to a logarithmic factor, under the differential privacy constraint for
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four statistical estimation problems, namely parameter estimation in low-dimensional gen-
eralized linear models (GLMs), the Bradley-Terry-Luce (BTL) model, the high-dimensional
sparse GLMs, and nonparametric regression over the Sobolev class. We design optimal al-
gorithms that ensure differential privacy by leveraging established techniques in differential
privacy, such as the Laplace and Gaussian mechanisms [19], the K-norm mechanism [26],
and differentially private optimization methods [11, 10, 17, 34]. In each of the four prob-
lems, we use the score attack technique to establish minimax lower bounds, demonstrating
the sharpness of these bounds and the versatility of the score attack method. The main results
are summarized as follows.

• Low-dimensional GLMs: Theorem 3.1 presents a minimax lower bound for estimating the
parameters and Theorem 3.2 shows that this lower bound is achieved, up to a logarithmic
factor, by a noisy gradient descent algorithm.

• BTL model for pairwise comparisons: Similarly, Theorem 4.1 establishes a minimax lower
bound for parameter estimation and Theorem 4.2 shows that this lower bound can be at-
tained up to a logarithmic factor by an objective perturbation algorithm.

• High-dimensional sparse GLMs: Theorem 5.1 proves a minimax lower bound which scales
only logarithmically with the total dimension and linearly with the sparsity, and Theorem
5.2 shows that this minimax lower bound can be achieved up to a logarithmic factor by an
iterative hard-thresholding algorithm.

• Nonparametric regression over the Sobolev class: unlike the previous problems, where the
number of parameters is finite, this problem deals with estimating an entire function with
a differential privacy guarantee. Here, we establish a matching lower bound in Theorem
6.1 and an upper bound in Theorem 6.2 for the minimax mean integrated squared risk.

1.2. Related Work. There is a relatively large body of literature on differentially private
GLMs, particularly the logistic regression model [16, 17, 62, 50, 51, 5, 6]; in particular, [62]
studies sparse logistic regression with differential privacy via the perspective of graphical
models. Our paper, while inspired by previous work, is distinct from previous research in
its emphasis on parameter estimation accuracy rather than the excess risk of the solution.
For problems of ranking based on pairwise comparisons, several studies have investigated
differentially private rank aggregation, including [48, 28, 50, 39, 61]. However, to the best
of our knowledge, no prior research had explored optimal differentially private parameter
estimation in the BTL model. For nonparametric function estimation under differential pri-
vacy, [60] and [38] studied the convergence rate of noisy histogram estimators, but did not
investigate optimality or explore the lower bound. On the other hand, [25] introduced general
mechanisms for releasing differentially private functional data, while [9] proposed a minimax
optimal differentially private histogram estimator for Lipschitz functions.

1.3. Organization of the Paper. The rest of the paper is organized as follows. We finish
this section with notational conventions in this paper. Section 2 describes differential privacy
and the privacy-constrained minimax risk in technical terms, and formulates the score attack
method for general parametric distribution families. The general formulation is then spe-
cialized to four examples: the low-dimensional GLMs in Section 3, the Bradley-Terry-Luce
model in Section 4, the high-dimensional sparse GLMs in Section 5, and finally nonparamet-
ric regression in Section 6. We discuss possible extensions in Section 7, present the proof of
one main result in Section 8, and defer the rest of the proofs to the supplement [15] due to
the space limit.
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1.4. Notation. For real-valued sequences {an},{bn}, we write an . bn if an ≤ cbn for
some universal constant c ∈ (0,∞), and an & bn if an ≥ c′bn for some universal constant
c′ ∈ (0,∞). We say an � bn if an . bn and an & bn. c,C, c0, c1, c2, · · · , and so on refer to
universal constants in the paper, with their specific values possibly varying from place to
place.

For a vector v ∈Rd and a subset S ⊆ [d], vS denotes the restriction of vector v to the index
set S. Define supp(v) := {j ∈ [d] : vj 6= 0}. ‖v‖p denotes the vector `p norm for 1≤ p≤∞,
with an additional convention that ‖v‖0 denotes the number of non-zero coordinates of v. For
a square matrix A, λj(A) refers to its jth smallest eigenvalue, and λmax(A), λmin(A) refer
to its largest and smallest eigenvalues respectively. For a function f : R→R, ‖f‖∞ denotes
the the essential supremum of |f |. For t ∈R and R> 0, let ΠR(t) denote the projection of t
onto the closed interval [−R,R].

2. The Score Attack. This section presents the general framework for the score attack
to ensure that the high-level concept is not obscured when we examine specific models later
in the paper. We commence by defining the privacy-constrained minimax risk in Section 2.1
and then introduce the score attack in Section 2.2.

2.1. Differential Privacy and the Minimax Risk. The notion of differential privacy for-
malizes an intuitive idea: an algorithm M compromises the privacy of input data set X if
an observer of the output M(X) only can infer better than randomly guessing whether an
individual datum x belongs to the input X or not. A differentially algorithm M therefore
guarantees that, for every pair of data setsX andX ′ that differ by a single datum (“adjacent
data sets”), the probability distributions of M(X) and of M(X ′) are close to each other.

DEFINITION 1 (Differential Privacy [19]). A randomized algorithm M : X n → R is
(ε, δ)-differentially private if for every pair of adjacent data sets X,X ′ ∈ X n that differ by
one individual datum and every measurable S ⊆R,

P (M(X) ∈ S)≤ eε · P
(
M(X ′) ∈ S

)
+ δ,

where the probability measure P is induced by the randomness of M only.

If an algorithm is (ε, δ)-differentially private for small values of ε, δ ≥ 0, the distributions
of M(X) and M(X ′) are almost indistinguishable. The popularity of differential privacy
in applications partially lies in the ease of constructing differentially private algorithms. For
example, adding random noise often suffices to achieve differential privacy for many non-
private algorithms.

EXAMPLE 2.1 (The Laplace and Gaussian Mechanisms [19, 20]). Let M :X n→Rd be
an algorithm that is not necessarily differentially private.

• Suppose supX,X′adjacent ‖M(X)−M(X ′)‖1 <B <∞. Forw ∈Rd with its coordinates

w1,w2, · · · ,wd
i.i.d.∼ Laplace(B/ε), M(X) +w is (ε,0)-differentially private.

• If instead we have supX,X′adjacent ‖M(X)−M(X ′)‖2 < B <∞, for w ∼ Nd(0, σ
2I)

with σ2 = 2B2 log(2/δ)/ε, M(X) +w is (ε, δ)-differentially private.

That is, if a non-private algorithm’s output is not too sensitive to changing any single datum
in the input data set, perturbing the algorithm with Laplace or Gaussian noises produces a
differentially private algorithm.
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Differential privacy is a desirable property, but it is also a constraint that may come at
the expense of statistical accuracy. It is important to understand the effect, or cost, of the
differential privacy constraint to statistical accuracy that is naturally measured by the privacy-
constrained minimax risk. The formal definition of minimax risk consists of the following
elements.

• {fθ : θ ∈Θ} is a family of statistical models supported over X .
• X = {x1,x2, · · · ,xn} is an i.i.d. sample drawn from fθ∗ for some unknown θ∗ ∈Θ, and
M :X n→Θ is an estimator of θ∗.

• ` : Θ×Θ→R+ is a metric on Θ and ρ : R+→R+ is an increasing function.

Then, the (statistical) risk of M is given by Eρ(`(M(X),θ∗)), where the expectation is
taken over the data distribution fθ∗ and the randomness of estimator M . Because the risk
Eρ(`(M(X),θ∗)) depends on the unknown θ∗ and can be minimized by choosing M(X)≡
θ∗, a more sensible measure of performance is the maximum risk over the entire class of
distributions {fθ : θ ∈Θ}, supθ∈Θ Eρ(`(M(X),θ)).

The minimax risk of estimating θ ∈Θ is then given by

inf
M

sup
θ∈Θ

Eρ(`(M(X),θ)).(2.1)

By definition, this quantity characterizes the best possible worst-case performance that an
estimator can hope to achieve over the class of models {fθ : θ ∈Θ}.

In this paper, we study a privacy-constrained minimax risk: letMε,δ be the collection of
all (ε, δ)-differentially private algorithms mapping from X n to Θ, we consider

inf
M∈Mε,δ

sup
θ∈Θ

Eρ(`(M(X),θ)).(2.2)

AsMε,δ is a proper subset of all possible estimators, the privacy-constrained minimax risk as
defined above will be at least as large as the unconstrained minimax risk, with the difference
between these two minimax risks, (2.1) and (2.2) being the “cost of privacy”.

Either the unconstrained minimax risk (2.1) or the constrained (2.2) is often characterized
from two opposing directions. While analyzing the risk of any concrete algorithm for every
θ ∈ Θ leads to an upper bound of the minimax risk, lower bounding the minimax risk re-
quires reasoning abstractly about all estimators and understanding their fundamental limits
at estimating the parameter θ. The score attack provides a general and effective method for
lower bounding the privacy-constrained minimax risk.

2.2. The Score Attack. The score attack is a type of tracing attack [13, 22, 21]. A tracing
attack is an algorithm which takes a single “candidate" datum as input and attempts to infer
whether this candidate belongs to a given data set or not, by comparing the candidate with
some summary statistics computed from the data set. Statisticians may envision a tracing
attack as a hypothesis test which rejects the null hypothesis that the candidate is out of the
data set when some test statistic takes a large value. This hypothesis testing formulation
motivates some desirable properties for a tracing attack.

• Soundness (type I error control): if the candidate does not belong to the data set, the tracing
attack is likely to takes small values.

• Completeness (type II error control): if the candidate does belong, the tracing attack is
likely to take large values.

For example, [22, 31, 14] show that, if the random sample X and the candidate z are drawn
from a Gaussian distribution with mean µ , tracing attacks of the form 〈M(X)−µ,z −µ〉
is sound and complete provided that M(X) is an accurate estimator of µ.
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It is this accuracy requirement that connects tracing attacks with risk lower bounds for
differentially private algorithms: if an estimator M(X) is differentially private, it cannot
possibly be too close to the estimand, or the existence of tracing attacks leads to a contra-
diction with the guarantees of differential privacy. Designing sound and complete tracing
attacks, therefore, is crucial to the sharpness of privacy-constrained minimax lower bounds.
Besides the Gaussian mean tracing attack mentioned above, there are some successful tracing
attacks proposed for specific problems, such as top-k selection [54] or linear regression [14],
but a general recipe for the design and analysis of tracing attacks has not been available.

The score attack is a form of tracing attack applicable to general parametric families of
distributions. Given a parametric family of distributions {fθ(x) : θ ∈ Θ} with Θ ⊆ Rd, the
score statistics, or simply the score, is given by Sθ(x) :=∇θ log fθ(x). If x∼ fθ , we have
ESθ(x) = 0 and VarSθ(x) = I(θ), where I(θ) is the Fisher information matrix of fθ .
Based on the score statistic, the score attack is defined as

Aθ(z,M(X)) := 〈M(X)− θ, Sθ(z)〉.(2.3)

The score attack conjectures that z belongs to X for large values of Aθ(z,M(X)). In par-
ticular, if fθ(x) is the density of N(θ,I), the score attack coincides with the tracing attacks
for Gaussian means studied in [22, 31, 14].

As argued earlier, a tracing attack should ideally be “sound” (low type I error probability)
and “complete” (low Type II error probability). This is indeed the case for our score attack
(2.3).

THEOREM 2.1. Let X = {x1,x2, · · · ,xn} be an i.i.d. sample drawn from fθ . For each
i ∈ [n], letX ′i denote an adjacent data set ofX obtained by replacing xi with an independent
copy x′i ∼ fθ .

1. Soundness: for each i ∈ [n],

EAθ(xi,M(X ′i)) = 0; E|Aθ(xi,M(X ′i))| ≤
√
E‖M(X)− θ‖22

√
λmax(I(θ)).(2.4)

2. Completeness: if for every j ∈ [d], log fθ(X) is continuously differentiable with respect
to θj and | ∂∂θj log fθ(X)|< gj(X) such that E|gj(X)M(X)j |<∞, we have∑

i∈[n]

EAθ(xi,M(X)) =
∑
j∈[d]

∂

∂θj
EM(X)j .(2.5)

Theorem 2.1 is proved in Section 8.1. The special form of “completeness” for Gaussian
and Beta-Binomial families has been discovered as “fingerprinting lemma” in the litera-
ture [56, 13, 54, 31]. It may not be clear yet how the soundness and completeness prop-
erties would imply lower bounds for E‖M(X) − θ‖22. For the specific attacks designed
for Gaussian mean estimation [31] and top-k selection [54], it has been observed that,
if M is an (ε, δ)-differentially private algorithm, one can prove inequalities of the form
EAθ(xi,M(X)) ≤ EAθ(xi,M(X ′i)) + O(ε)E|Aθ(xi,M(X ′i))|. Suppose such relations
hold for the score attack as well, the soundness property (2.4) would then imply∑

i∈[n]

EAθ(xi,M(X))≤
√
E‖M(X)− θ‖22 · n

√
λmax(I(θ))O(ε).

We give a precise statement of such an inequality in Section 2.2.1.
On the other hand, if we can also bound

∑
i∈[n] EAθ(xi,M(X)) from below by some

positive quantity, a lower bound for E‖M(X)− θ‖22 is immediately implied. Completeness
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may help us in this regard: when EM(X)j is close to θj , it is reasonable to expect that
∂
∂θj

EM(X)j is bounded away from zero. Indeed several versions of this argument, often
termed “strong distribution”, exist in the literature [22, 55] and have led to lower bounds
for Gaussian mean estimation and top-k selection. In Section 2.2.2, we suggest a systematic
approach to lower bounding ∂

∂θj
EM(X)j via Stein’s Lemma [52, 53]. The results in Sections

2.2.1 and 2.2.2 combined with Theorem 2.1 would enable us to later prove concrete minimax
lower bounds for a variety of statistical problems.

2.2.1. Score Attack and Differential Privacy. In Theorem 2.1, we have found that, when
the data set X ′i does not include xi, the score attack is unlikely to take large values:

EAθ(xi,M(X ′i)) = 0; E|Aθ(xi,M(X ′i))| ≤
√
E‖M(X)− θ‖22

√
λmax(I(θ)).

If M is differentially private, the distribution of M(X ′i) is close to that of M(X); as a
result, the inequalities above can be related to the case where the data setX does include the
candidate xi.

PROPOSITION 2.1. If M is an (ε, δ)-differentially private algorithm with 0< ε < 1 and
δ ≥ 0, then for every T > 0,

EAθ(xi,M(X))≤ 2ε
√
E‖M(X)− θ‖22

√
λmax(I(θ)) + 2δT +

∫ ∞
T

P (|Aθ(xi,M(X))|> t) .

(2.6)

Proposition 2.1 is proved in Section 8.1.1. The quantity on the right side of (2.6) is deter-
mined by the statistical model fθ(x) and the choice of T .

2.2.2. Score Attack and Stein’s Lemma. Let us denote EX|θM(X) by g(θ), then g is a
map from Θ to Θ, and we are interested in bounding ∂

∂θj
gj(θ) from below. Stein’s Lemma

[52, 53], is helpful.

LEMMA 2.1 (Stein’s Lemma). Let Z be distributed according to some density p(z)
which is supported on [a, b] for some −∞ ≤ a < b ≤ ∞ and continuously differentiable
over (a, b). Suppose a function h : [a, b]→ R is differentiable and satisfies E|h′(Z)| <∞,
E|h′(Z)p′(Z)/p(Z)|<∞, then

Eh′(Z) = E
[
−h(Z)p′(Z)

p(Z)

]
+ h(b−)p(b−)− h(a+)p(a+),(2.7)

where h(b−), p(b−) are the left limits of h and p at b and h(a+), p(a+) are the right limits
of h and p at a. In particular, if p(z) = (2π)−1/2e−z

2/2, we have Eh′(Z) = EZh(Z).

Stein’s Lemma implies that, by imposing appropriate prior distributions on θ, one can
obtain a lower bound for ∂

∂θj
gj(θ) on average over the prior distribution of θ, as follows.

PROPOSITION 2.2. Let θ be distributed according to a density π with marginal densi-
ties {πj}j∈[d]. If for every j ∈ [d], πj , gj satisfy the regularity conditions in Lemma 2.1 and
additionally each πj converges to 0 at the endpoints of its support, we have

Eπ

∑
j∈[d]

∂

∂θj
gj(θ)

≥ Eπ

∑
j∈[d]

−θjπ′j(θj)
πj(θj)

−
√√√√√Eπ‖g(θ)− θ‖22Eπ

∑
j∈[d]

(
π′j(θj)

πj(θj)

)2
.

(2.8)
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Proposition 2.2 is proved in Section 8.1.2. Despite the cumbersome expression, the right
side is in fact convenient: often we may assume that Eπ‖g(θ)− θ‖22 ≤ EπEX|θ‖M(X)−
θ‖22 < C for some constant C when the sample size n is sufficiently large; the right side is
then completely determined by the choice of π, for example:

EXAMPLE 2.2. Let π be the density of N(0,I), then (2.8) reduces to

Eπ

∑
j∈[d]

∂

∂θj
gj(θ)

≥∑
j∈[d]

Eπjθ2
j −
√
C

√∑
j∈[d]

Eπjθ2
j = d−

√
Cd& d.

In view of the completeness property (2.5), Proposition 2.2 suggests an average lower
bound for

∑
i∈[n] EAθ(xi,M(X)) over some prior distribution π(θ), with the specific form

of this average lower bound entirely determined by the choice of π. This connection between
lower bound and choosing a prior over the parameter space may be reminiscent of the fa-
miliar fact that the the Bayes risk always lower bounds the minimax risk, which is the exact
reasoning we rely on to finish our minimax lower bound argument.

In addition to the standard regularity conditions of Stein’s Lemma, Proposition 2.2 as-
sumes that the marginal priors all converge to zero at the boundary of their supports, in order
to simplify the right side of (2.8) and highlight the main idea. For those prior distributions
not satisfying the vanishing assumption, Proposition 2.2 can be readily extended by adding
the last two terms on the right side of Stein’s Lemma, equation (2.7), to the right side of
equation (2.8). This extension is carried out in Section 5.1 for truncated normal priors and
6.1 for uniform priors.

2.2.3. From Score Attack to Lower Bounds. Theorem 2.1 combined with Propositions
2.1 and 2.2 reveals the connection between the score attack and privacy-constrained minimax
lower bounds.

Let π be a prior distribution supported over the parameter space Θ with marginal densities
{πj}j∈[d], and assume without the loss of generality that EX|θ‖M(X)− θ‖22 <C for every
θ ∈Θ. The completeness part of Theorem 2.1 and Lemma 2.2 imply that

∑
i∈[n]

EπEX|θAθ(xi,M(X))≥ Eπ

∑
j∈[d]

−θjπ′j(θj)
πj(θj)

−√C
√√√√√Eπ

∑
j∈[d]

(
π′j(θj)

πj(θj)

)2


Since Lemma 2.1 holds for every θ, it follows from the Lemma that∑
i∈[n]

EπEX|θAθ(xi,M(X))

≤ 2nε
√

EπEX|θ‖M(X)− θ‖22
√
λmax(I(θ)) + 2nδT +

∑
i∈[n]

∫ ∞
T

P (|Aθ(xi,M(X))|> t) .

These two inequalities are true for every (ε, δ)-differentially private M , and they therefore
suggest a lower bound for infM∈Mε,δ

EπEX|θ‖M(X) − θ‖22, which in turn lower bounds
infM∈Mε,δ

supθ∈Θ EX|θ‖M(X)− θ‖22, since the maximum risk is greater than the average
risk over any prior distribution.
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2.3. The Utility of Score Attack. The analysis in Section 2.2 amounts to a reduction from
lower bounding the privacy-constrained minimax risk (2.2) to analyzing the expectation of
score attack, ∑

i∈[n]

EX|θAθ(xi,M(X)).

Specifically, the analysis of score attack consists of upper bounding the expectation via dif-
ferential privacy, and lower bounding the expectation “on average" by choosing a prior over
the parameter space Θ.

The proposed score attack method is only as valuable as the concrete minimax lower bound
results it implies. In the coming sections, we specialize the general method to a variety of
problems.

• Parameter estimation in classical models: the generalized linear model (Section 3), and the
Bradley-Terry-Luce model (Section 4).

• High-dimensional sparse parameter estimation (Section 5).
• Non-parametric function estimation (Section 6).

In each example, we shall analyze the score attack following the recipe outlined in Section
2.2 and prove the implied minimax risk lower bound; the sharpness of the lower bound is
then demonstrated by a concrete differentially private algorithm with matching risk upper
bound. These examples will collectively make a strong case for the utility of score attack as a
general lower bound technique. While some of them require no more than a straightforward
application of the aforementioned method, a few examples involve non-trivial modifications
of the general score attack approach which will be highlighted as appropriate.

3. The Generalized Linear Model. As a first example, we consider the privacy-
constrained minimax risk of estimating parameters β ∈Rd in the generalized linear model

fβ(y|x) = h(y,σ) exp

(
yx>β−ψ(x>β)

c(σ)

)
;x∼ fx(3.1)

using an i.i.d. sample Z = {zi}i∈[n] = {(yi,xi)}i∈[n] drawn from the model (3.1). The func-
tional form of the model, including the partition function ψ and the normalizing factor h, is
assumed to be fixed and known; the sole parameter of interest is the vector β.

In Section 3.1, we prove a minimax risk lower bound applying the score attack method to
the generalized linear model. The lower bound is then shown to be sharp up to a logarithmic
factor, via a noisy gradient descent algorithm for estimating β in Section 3.2.

3.1. The Privacy-Constrained Minimax Lower Bound. For the generalized linear model
(3.1) and a candidate datum (ỹ, x̃), the score attack (2.3) takes the form

Aβ((ỹ, x̃),M(y,X)) =
1

c(σ)

〈
M(y,X)−β, [ỹ−ψ′(x̃>β)]x̃

〉
.(3.2)

As outlined in Section 2.2, we establish a privacy-constrained minimax lower bound for
estimating β by analyzing the sum of expectations

∑
i∈[n] EAβ((yi,xi),M(y,X)). When

the reference to data (y,X) and estimator M is clear, we abbreviate Aβ((yi,xi),M(y,X))
as Ai.

We begin with upper bounding the
∑

i∈[n] EAi, which amounts to specializing the sound-
ness part of Theorem 2.1 and Proposition 2.1 to the GLM score attack (3.2).
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PROPOSITION 3.1. Consider i.i.d. observations (y1,x1), · · · , (yn,xn) drawn from (3.1).
Suppose E(xx>) is diagonal and λmax(E(xx>))<C <∞, ‖x‖2 .

√
d almost surely, and

‖ψ′′‖∞ < c2 <∞. If the estimator M is (ε, δ)-differentially private with 0 < ε < 1 and
satisfies ‖M(y,X)−β‖22 . d, then

∑
i∈[n]

Ey,X|βAi ≤ 2nε
√
E‖M(y,X)−β‖22

√
Cc2/c(σ) + 4

√
2δd
√
c2 log(1/δ)/c(σ).

(3.3)

Based on the general results, Theorem 2.1 and Proposition 2.1, proving Proposition 3.1
essentially entails computing the Fisher information matrix and choosing an appropriate T in
equation (2.6). We defer the details to Section A.1 and move on to deriving an average lower
bound of

∑
i∈[n] EAi.

PROPOSITION 3.2. Let the coordinates of β ∈ Rd be drawn i.i.d. from the Beta(3,3)
distribution. For every M satisfying Ey,X|β‖M(y,X)−β‖22 . 1 at every β, we have∑

i∈[n]

EπEy,X|βAi & d,(3.4)

where π refers to the i.i.d. Beta prior for β.

The proof of Proposition 3.2, which involves plugging the appropriate π into the general
Proposition 2.2, is in Section A.2. We are now ready to establish the minimax risk lower
bound for estimating β, by combining the bounds for

∑
i∈[n] EAi in both directions. The

result is presented in the next theorem.

THEOREM 3.1. Consider i.i.d. observations (y1,x1), · · · , (yn,xn) drawn from (3.1).
Suppose E(xx>) is diagonal and λmax(E(xx>))<C <∞, ‖x‖2 .

√
d almost surely, and

‖ψ′′‖∞ < c2 <∞. If d. nε, 0< ε< 1 and δ . n−(1+γ) for some γ > 0, then

inf
M∈Mε,δ

sup
β∈Rd

E‖M(y,X)−β‖22 & c(σ)

(
d

n
+

d2

n2ε2

)
.(3.5)

The first term in (3.5) is the non-private minimax risk lower bound, and the second term
is the “cost of differential privacy". We show in the next section that the lower bound is
attainable, up to a logarithmic term, by a noisy gradient descent algorithm.

3.2. Optimality of the Private GLM Lower Bound. We consider minimizing the negative
GLM log-likelihood

Ln(β;Z) =
1

n

n∑
i=1

(
ψ(x>i β)− yix>i β

)
by noisy gradient descent algorithm, first proposed by [11] in its generic form for arbitrary
convex functions. The following algorithm specializes the generic algorithm to GLMs.
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Algorithm 1: Differentially Private Generalized Linear Regression
Input : Ln(β,Z), data set Z , step size η0, privacy parameters ε, δ, noise scale B,

number of iterations T , truncation parameter R, initial value β0 ∈Rd.
1 for t in 0 to T − 1 do
2 Generate wt ∈Rd with wt1,wt2, · · · ,wtd

i.i.d.∼ N
(

0, (η0)22B2 d log(2T/δ)
n2(ε/T )2

)
;

3 Compute βt+1 = βt − (η0/n)
∑n

i=1(ψ′(x>i β
t)−ΠR(yi))xi +wt;

4 end
Output: βT .

For analyzing the privacy guarantee and rate of convergence of Algorithm 1, we collect
here some useful assumptions.

(D1) Bounded design: there is a constant σx <∞ such that ‖x‖2 < σx
√
d almost surely.

(D2) Bounded moments of design: Ex= 0, and the covariance matrix Σx = Exx> satisfies
0< 1/C < λmin(Σx)≤ λmax(Σx)<C for some constant 0<C <∞.

(G1) The function ψ in the GLM (3.1) satisfies ‖ψ′‖∞ < c1 for some constant c1 <∞.
(G2) The function ψ satisfies ‖ψ′′‖∞ < c2 for some constant c2 <∞.

These assumptions are comparable to those required for the theoretical analysis of GLMs in
the non-private setting; for examples, see [44, 40, 58] and the references therein.

Because the algorithm is a composition of T individual steps, if each step is (ε/T, δ/T )-
differentially private, the overall algorithm would be (ε, δ)-differentially private by the com-
position property of differential privacy. This is indeed the case under appropriate assump-
tions.

PROPOSITION 3.3. If assumptions (D1) and (G1) hold, then choosing B = 4(R+ c1)σx
guarantees that Algorithm 1 is (ε, δ)-differentially private.

Proposition 3.3 is proved in Section A.4. Although the privacy guarantee holds for any
number of iterations T , choosing T properly is crucial for the accuracy of Algorithm 1, as a
larger value of T introduces a greater amount noise into Algorithm 1 to achieve privacy.

Existing results on noisy gradient descent typically require O(n) [10] or O(n2) [11] it-
erations for minimizing generic convex functions. For the GLM problem, it turns out that
O(logn) iterations suffice, thanks to the restricted strong convexity and restricted smooth-
ness of generalized linear models (see, for example, [40], Proposition 1).

These weaker versions of strong convexity and smoothness are sufficient for Algoirthm
1 to attain linear convergence, which is the same rate for minimizing strongly convex and
smooth functions. Therefore, O(logn) iterations would allow the algorithm to converge to
an accuracy of O(n−1) within β̂, the true minimizer of Ln, in terms of squared `2 norm; as
the squared `2 risk of β̂, E‖β̂−β∗‖22, is of order d/n, there is little reason from a statistical
perspective to run the algorithm further than O(logn) iterations.

THEOREM 3.2. Let {(yi,xi)}i∈[n] be an i.i.d. sample from the GLM (3.1), and let
the true regression coefficients be denoted by β̂∗ ∈ Rd. Suppose assumptions (D1), (D2),
(G1) and (G2) are true. There exist data-agnostic choices of tuning parameters η0 = O(1),
R = O(

√
logn), B = O(

√
logn), T = O(logn), and initial value β0 ∈ Rd such that, if

n& c(σ)
(
d
√

log(1/δ) log2 n/ε
)

for a sufficiently large constantK , the output of Algorithm
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1 satisfies

‖βT −β∗‖22 . c(σ)

(
d

n
+
d2 log(1/δ) log4 n

n2ε2

)
(3.6)

with probability at least 1− c3 exp(−c4 logn) for some absolute constants c3, c4 > 0.

Theorem 3.2 is proved in Section A.5. The requisite scaling of n versus d, ε and δ is rea-
sonable, as our lower bound result, Theorem 3.1, implies that no estimator can achieve low
`2-error unless the assumed scaling holds. More importantly, comparing the rate of conver-
gence (3.6) and the lower bound Theorem 3.1 reveals that the latter is tight up to at most a
logarithmic factor in n, under the usual setting of δ � n−α with α> 1.

4. The Bradley-Terry-Luce Model. Rank aggregation based on pairwise comparisons
is a common problem in a range of applications, including recommendation systems [8],
sports tournaments [41], and education [29]. The Bradley-Terry-Luce (BTL) model is widely
recognized as the most popular model for analyzing pairwise comparisons. In this section,
we investigate parameter estimation with differential privacy in the BTL model, where each
of the n items is associated with an unobserved parameter that represents its “strength" or
“quality". The probability of one item winning a comparison over another is determined
by their latent parameters. The statistical problem is to estimate these parameters using the
observed random comparison outcomes while preserving data privacy through differential
privacy techniques. Accurate parameter estimation allows for the ranking of the items.

Suppose there are n items indexed by [n] = {1,2, · · · , n}. We observe comparisons be-
tween pairs of items as follows.

• A pair of items indexed by 1 ≤ i < j ≤ n is compared with probability 0 < p < 1 and
independent of any other pair. The n items form a “comparison graph" where an edge
(i, j) is present if and only if items i and j are compared. Let G denote the edge set of this
comparison graph.

• Each item i is associated with a latent parameter θi ∈ [−1,1]. Given G, the outcome of a
comparison between items i and j is encoded by a Bernoulli random variable Yij which
takes the value 1 if i wins. The distribution of Yij is independent of any other pair and
determined by the latent parameters:

P(Yij = 1) =
eθi

eθi + eθj
.

The goal is to estimate the latent parameters θ = {θi}i∈[n] based on the observed comparison
outcomes {Yij}(i,j)∈G with a differentially private algorithm. Here, we would like to protect
the privacy of the comparison results for each individual given the algorithmic output. More
specifically, two data sets are considered adjacent if and only if there exists one individual
whose comparison outcomes in one data set differ from the same individual’s outcomes in the
other data set; the underlying comparison graph is assumed to be identical between adjacent
data sets.

Let the parameter space be denoted by Θ = {θ ∈ Rn : ‖θ‖∞ ≤ 1}. The quantity of inter-
est is the privacy-constrained minimax risk infM∈Mε,δ

supθ∈Θ E‖M(Y )− θ‖22. A privacy-
constrained minimax lower bound for this problem is established via the score attack tech-
nique in Section 4.1. We then propose a differentially private estimator via maximizing a
randomly perturbed and `2-penalized version of the likelihood function in Section 4.2. The
minimax lower bound is shown to be optimal by analyzing the performance of this differen-
tially private estimator.
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4.1. The Privacy-constrained Minimax Lower Bound. To lower bound the privacy-
constrained minimax risk, we consider the score attack that traces if the comparison results
of item i are in the training data set for the pairwise comparison model. Let {ek}k∈[n] denote
the standard basis of Rn; for each item i with 1≤ i≤ n and any estimator M(Y ) of θ ∈Θ,
we have the score attack

A(M(Y ), i) =

n∑
j=1

1((i, j) ∈ G)

〈
M(Y )− θ,

(
Yij −

1

1 + exp(−(ei − ej)>θ)

)
(ei − ej)

〉
.

When the reference to M and Y is unambiguous, it is convenient to notate Ai :=
A(M(Y ), i). The strategy for establishing a lower bound, as usual, is to analyze

∑n
i=1 EAi,

the expected value of score attacks summed over an entire data set.
When M is a differentially private estimator, the soundness of score attack, 2.1 and Propo-

sition 2.1 yield an upper bound of
∑n

i=1 EAi. Unlike the GLM example in Section 3, the
upper bound is not obtained by directly plugging in the Fisher information matrix on the
right side, but requires some analysis tailored to the random comparison graph and the BTL
model. The detailed proof is deferred to Section B.1.

PROPOSITION 4.1. If M is an (ε, δ)-differentially private algorithm with 0< ε < 1 and
p > 1/2n, then for sufficiently large n and every θ ∈Θ, it holds that

n∑
i=1

EY |θAi ≤ 16npε ·
√
EY |θ‖M(Y )− θ‖22 + 16n2δ.(4.1)

After upper bounding
∑n

i=1 EY |θAi at every θ ∈ Θ, we show that
∑n

i=1 EY |θAi is
bounded away from zero in an “average" sense: there exists a prior distribution π over Θ
such that

∑n
i=1 EθEY |θAi is lower bounded. Specifically, let the density of each coordinate

of θ be π(t) = 1(|t|< 1)(15/16)(1− t2)2, and we have the following result.

PROPOSITION 4.2. SupposeM is an estimator of θ such that supθ∈Θ E‖M(Y )−θ‖22 ≤
c0n for a sufficiently small constant c0. If each coordinate of θ has density π(t) = 1(|t| <
1)(15/16)(1− t2)2, then there is some constant C > 0 such that

n∑
i=1

EθEY |θAi >Cn.(4.2)

We are now ready to state the privacy-constrained minimax lower bound for estimating θ,
by combining the bounds on

∑n
i=1 EAi in Propositions 4.1 and 4.2.

THEOREM 4.1. If
√
npε > 1, 0 < ε < 1 and δ < cn−1 for a sufficiently small constant

c > 0, it holds that

inf
M∈Mε,δ

sup
θ∈Θ

EY |θ‖M(Y )− θ‖22 &
1

p
+

1

p2ε2
.(4.3)

The proof is in Section B.3. The privacy-constrained minimax risk lower bound, similar
to its GLM counterpart, consists of the “statistical" term which holds regardless of privacy
[43, 47], and a term attributable to the differential privacy constraint. The next step is to
show the lower bound (4.3) is optimal, by constructing a differentially private algorithm with
matching rate of convergence.
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4.2. Optimality of the Private BTL Minimax Lower Bound. For constructing an (ε, δ)-
differentially private estimator of θ, our approach is to maximize a randomly perturbed and
`2-penalized version of the likelihood function. The negative log-likelihood function is given
by

L(θ;y) =
∑

(i,j)∈G

−yij(ei − ej)>θ+ log(1 + exp((ei − ej)>θ)).

As the model is invariant to translations of θ, we further assume that the true parameter θ is
centered: 1>θ = 0. Define the feasible set Θ = {θ ∈Rn : ‖θ‖∞ ≤ 1,1>θ = 0} and consider
an estimator

θ̂ = arg min
θ∈Θ

L(θ;y) +
γ

2
‖θ‖22 +w>θ, w = (w1,w2, · · · ,wn)

i.i.d.∼ N(0, σ2),(4.4)

The choices of γ and σ to ensure differential privacy and estimation accuracy of θ̂ are to be
specified next.

PROPOSITION 4.3. If σ ≥
√
n
√

8 log(2/δ)+4ε

ε and γ ≥ 1/ε, θ̂ is (ε, δ)-differentially pri-
vate.

Intuitively, the noise term added to the objective function in (4.4) is equivalent to perturb-
ing the stationary condition of the original problem, and the `2-regularization coefficient γ
ensures that the objective function is strongly convex, so that perturbing the gradient maps to
sufficient perturbation to the solution. This perturbation method is an instance of the general
“objective perturbation" method in differentially private optimization.

While larger values of hyper-parameters σ,γ lead to stronger privacy guarantees, they also
lead to slower convergence of the estimator. The next proposition quantifies this effect in
terms of σ.

PROPOSITION 4.4. If γ = c0
√
np for some absolute constant c0, p≥ c1 logn/n for some

sufficiently large constant c1, then

E‖θ̂− θ‖22 .
1

p
+

σ2

np2
.

Proposition 4.4 is proved in Section B.5. Comparing the privacy guarantee, Proposition
4.3 with the rate of convergence, Proposition 4.4, tells us the best choice of γ and σ, which
leads to the optimal risk upper bound for the estimator θ̂.

THEOREM 4.2. If ε. log(1/δ), ε > c0(np)−1/2 for some absolute constant c0 > 0, p≥
c1 logn/n for some absolute constant c1 > 0 and λ= ε/16, then the estimator θ̂ defined in
(4.4) is (ε, δ)-differentially private and satisfies

E‖θ̂− θ‖22 .
1

p
+

log(1/δ)

p2ε2
.(4.5)

The condition ε > c0(np)−1/2 ensures that the choice of γ �√np in Proposition 4.4 satis-
fies the requirement γ > 1/ε in Proposition 4.3. The other regularity conditions are inherited
from the two propositions. The bound (4.5) is obtained by plugging σ = 16

√
n log(1/δ)/ε

into Proposition 4.4.
Theorem 4.2 implies that the privacy-constrained minimax lower bound in Theorem 4.1 is

rate-optimal up to logarithm factors.
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5. The High-dimensional Sparse GLMs. High-dimensional generalized linear models
(GLMs) are widely used in contemporary data-driven scientific research and have a vast range
of applications in various fields, such as genetics, metabolomics, finance, and econometrics.
In this section, we consider privacy-preserving parameter estimation under the generalized
linear model

fβ(y|x) = h(y,σ) exp

(
yx>β−ψ(x>β)

c(σ)

)
;x∼ fx(5.1)

in a high-dimensional setting where d, the dimension of β, dominates the sample size n,
but the vector of regression coefficients β is assumed to be s∗-sparse: ‖β‖0 ≤ s∗. Under
the sparsity assumption, the privacy-constrained minimax risk will scale linearly with the
sparsity, or the “intrinsic dimension” of β, and only logarithmically with the “ambient di-
mension" d. This much different setting from the non-sparse GLM considered in Section 3
also calls for new methods: we study a sparse score attack in Section 5.1 to establish the
minimax risk lower bound, and propose a iterative hard thresholding algorithm in Section 5.2
with matching risk upper bound.

5.1. The Sparse Score Attack for Minimax Lower Bound . For the high-dimensional
sparse GLM, we consider a modification of the classical GLM score attack (3.2), the sparse
GLM score attack:

Aβ,s∗((ỹ, x̃),M(y,X)) =
1

c(σ)

〈
(M(y,X)−β)supp(β), [ỹ−ψ′(x̃>β)]x̃

〉
.(5.2)

It is called a sparse score attack because we are restricting the inner product to the non-zero
coordinates of β, which is a small fraction of all d coordinates. For each i ∈ [n], we denote
Aβ,s∗((yi,xi),M(y,X)) by Ai and try to bound the sum of expectations

∑
i∈[n] EAi. As

usual, upper bounding
∑

i∈[n] EAi relies on the soundness of score attack, Theorem 2.1, and
the differential privacy of estimator M .

PROPOSITION 5.1. Consider i.i.d. observations (y1,x1), · · · , (yn,xn) drawn from (5.1)
with ‖β‖0 ≤ s∗. Suppose E(xx>) is diagonal and λmax(E(xx>)) < C <∞, ‖x‖∞ < c <
∞ almost surely, and ‖ψ′′‖∞ < c2 <∞. If the estimator M is (ε, δ)-differentially private
with 0< ε< 1 and satisfies ‖M(y,X)−β‖22 . s∗, then∑

i∈[n]

EAi ≤ 2nε
√
E‖M(y,X)−β‖22

√
Cc2/c(σ) + 4

√
2δs∗

√
c2 log(1/δ)/c(σ).(5.3)

The proposition is proved in Section C.1.
For lower bounding

∑
i∈[n] Ey,X|βAi on average over some prior distribution of β, a

major difference from its counterpart in the non-sparse GLM case is that we have to choose
a prior distribution over the set of s∗-sparse vectors, {β : β ∈ Rd,‖β‖0 ≤ s∗}. Specifically,
we consider β generated as follows: let β̃1, β̃2, · · · , β̃d be an i.i.d. sample from the truncated
normalN(0, γ2) distribution with truncation at−1 and 1, let Is∗ be be the index set of β̃ with
top s∗ greatest absolute values so that |Is∗ |= s∗ by definition, and define βj = β̃j1(j ∈ Is∗).

Then, by the Stein’s Lemma argument in Section 2.2.2, we obtain a lower bound of∑
i∈[n] EpiEy,X|βAi, where π refers to the sparse truncated normal prior described above.

PROPOSITION 5.2. Suppose s∗ = o
(
d1−γ) for some γ > 0. For every M satisfying

Ey,X|β‖M(y,X)−β‖22 . 1 at every β, we have∑
i∈[n]

EπEy,X|βAi & s∗ log(d/s∗),(5.4)
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where π refers to the sparse truncated normal prior for β.

Proposition 5.2 is proved in Section C.2. It is noteworthy that, as a result of the sparse
prior, the right side s∗ log(d/s) is different from its non-sparse counterpart in Proposition
3.2. We are now ready to combine the two propositions to obtain a minimax risk lower bound
for sparse GLMs.

THEOREM 5.1. Consider i.i.d. observations (y1,x1), · · · , (yn,xn) drawn from (5.1)
with ‖β‖0 ≤ s∗, and s∗ = o(d1−γ) for some γ > 0. Suppose E(xx>) is diagonal and
λmax(E(xx>)) < C <∞, ‖x‖2∞ < c <∞, and ‖ψ′′‖∞ < c2 <∞. If s∗ log(d/s∗) . nε,
0< ε< 1 and δ . n−(1+γ) for some γ > 0, then

inf
M∈Mε,δ

sup
β∈Rd,‖β‖0≤s∗

E‖M(y,X)−β‖22 & c(σ)

(
s∗ log(d/s∗)

n
+

(s∗ log(d/s∗))2

n2ε2

)
.

(5.5)

Theorem 5.1 is proved in Section C.3. To show that the lower bound is tight, we propose
in the next section an algorithm for estimating the sparse β with differential privacy. From
the desired rate of convergence (5.5), it is already apparent that the noisy gradient descent
algorithm considered in Section 3 is unlikely to succeed, for its requisite noise scales with
the full dimension d. Our iterative hard thresholding algorithm manages to add noise which
scales with sparsity and shows the lower bound (5.5) is achievable up to a logarithmic factor
in n.

5.2. Optimality of the Private Sparse GLM Lower Bound. In this section, we construct a
differentially private algorithm for estimating GLM parameters when the dimension d domi-
nates the sample size n. Even without privacy requirements, directly minimizing the negative
log-likelihood function Ln(β) no longer achieves any meaningful statistical accuracy, be-
cause the objective function Ln can have infinitely many minimizers due to a rank-deficient
Hessian matrix ∇2Ln(β) = 1

n

∑n
i=1ψ

′′(x>i β)xix
>
i .

The problem is nevertheless solvable when the true parameter vector β∗ is s∗-sparse with
s∗ = o(d), that is when at most s∗ out of d coordinates of β∗ are non-zero. For estimating
a sparse β∗, the primary challenge lies in (approximately) solving the non-convex optimiza-
tion problem β̂ = arg minβ:‖β‖0≤s∗ Ln(β;Z). Some popular non-private approaches include
convex relaxation via `1 regularization of Ln [44, 4], or projected gradient descent onto the
non-convex feasible set {β : ‖β‖0 ≤ s∗}, also known as iterative hard thresholding [12, 30]:

Algorithm 2: Iterative Hard Thresholding (IHT)
Input : Objective function f(θ), sparsity s, step size η, number of iterations T .

1 Initialize θ0 with ‖θ0‖0 ≤ s, set t= 0;
2 for t in 0 to T − 1 do
3 θt+1 = Ps

(
θt − η∇f(θt)

)
, where Ps(v) = argminz:‖z‖0=s ‖v− z‖

2
2;

4 end
Output: θT .

In each iteration, the algorithm updates the solution via gradient descent, keeps its largest
s coordinates in magnitude, and sets the other coordinates to 0.



17

For privately fitting high-dimensional sparse GLMs, we shall construct a noisy version of
Algorithm 2, and show in Section 5.2.2 that it enjoys a linear rate of convergence similar to
the noisy gradient descent, Algorithm 1. As a first step, we consider in Section 5.2.1 a noisy,
differentially private version of the projection operator Ps, as well as a noisy iterative hard
thresholding algorithm applicable to any objective function that satisfies restricted strong
convexity and restricted smoothness.

5.2.1. The Noisy Iterative Hard Thresholding Algorithm. At the core of our algoirthm is
a noisy, differentially private algorithm that identifies the top-s largest coordinates of a given
vector with good accuracy. The following “Peeling” algorithm [23] serves this purpose, with
fresh Laplace noises added to the underlying vector and one coordinate “peeled” from the
vector in each iteration.

Algorithm 3: Noisy Hard Thresholding (NoisyHT)
Input : vector-valued function v = v(Z) ∈Rd, data Z , sparsity s, privacy parameters ε, δ, noise scale

λ.
1 Initialize S = ∅;
2 for i in 1 to s do

3 Generate wi ∈Rd with wi1,wi2, · · · ,wid
i.i.d.∼ Laplace

(
λ · 2
√

3s log(1/δ)
ε

)
;

4 Append j∗ = argmaxj∈[d]\S |vj |+wij to S;

5 end
6 Set P̃s(v) = vS ;

7 Generate w̃ with w̃1, · · · , w̃d
i.i.d.∼ Laplace

(
λ · 2
√

3s log(1/δ)
ε

)
;

Output: P̃s(v) + w̃S .

The algorithm is guaranteed to be (ε, δ)-differentially private when the vector-valued func-
tion v(Z) is not sensitive to replacing any single datum.

LEMMA 5.1 ([23? ]). If for every pair of adjacent data sets Z,Z ′ we have ‖v(Z) −
v(Z ′)‖∞ < λ, then NoisyHT is an (ε, δ)-differentially private algorithm.

The accuracy of Algorithm 3 is quantified by the next lemma.

LEMMA 5.2. Let P̃s be defined as in Algorithm 3. For any index set I , any v ∈ RI and
v̂ such that ‖v̂‖0 ≤ ŝ≤ s, we have that for every c > 0,

‖P̃s(v)− v‖22 ≤ (1 + 1/c)
|I| − s
|I| − ŝ

‖v̂− v‖22 + 4(1 + c)
∑
i∈[s]

‖wi‖2∞.

Lemma 5.2 is proved in Section C.4. In comparison, the exact, non-private projection
operator Ps satisfies ([30], Lemma 1) ‖Ps(v)−v‖22 ≤

|I|−s
|I|−ŝ‖v̂−v‖

2
2. Algorithm 3, therefore,

is as accurate as its non-private counterpart up to a constant multiplicative factor and some
additive noise. Taking the private top-s projection algorithm, we have the following noisy
iterative hard thresholding algorithm.

Compared to the non-private Algorithm 2, we simply replaced the exact projection Ps
with the noisy projection given by Algorithm 3. The privacy guarantee of Algorithm 4 is then
inherited from that of Algorithm 3.
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Algorithm 4: Noisy Iterative Hard Thresholding (NoisyIHT)
Input : Objective function Ln(θ,Z) = n−1∑n

i=1 l(θ,zi), data set Z , sparsity level s, step size η0,
privacy parameters ε, δ, noise scale B, number of iterations T .

1 Initialize θ0 with ‖θ0‖0 ≤ s, set t= 0;
2 for t in 0 to T − 1 do
3 θt+1 = NoisyHT

(
θt − η0∇Ln(θt;Z),Z, s, ε/T, δ/T, (η0/n)B

)
;

4 end
Output: θT .

LEMMA 5.3. If for every pair of adjacent data z,z′ and every θ ∈ Θ we have
‖∇l(θ;z)−∇l(θ;z′)‖∞ <B, then NoisyIHT is an (ε, δ)-differentially private algorithm.

The lemma is proved in Section C.5. Similar to the noisy gradient descent (Algorithm 1),
the privacy guarantee of Algorithm 4 is valid for any choice of T , however a fast rate of
convergence would allow us to select a small T and thereby introducing less noise into the
algorithm. To our delight, restricted strong convexity and restricted smoothness again lead to
a linear rate of convergence even in the high-dimensional sparse setting.

PROPOSITION 5.3. Let θ̂ = arg min‖θ‖0≤s∗ Ln(θ;Z). For iteration number t≥ 0, sup-
pose

〈∇Ln(θt)−∇Ln(θ̂),θt − θ̂〉 ≥ α‖θt − θ̂‖22(5.6)

〈∇Ln(θt+1)−∇Ln(θ̂),θt+1 − θ̂〉 ≤ γ‖θt+1 − θ̂‖22.(5.7)

for constants 0<α< γ. Letw1,w2, · · · ,ws be the noise vectors added to θt−η0∇Ln(θt;Z)
when the support of θt+1 is iteratively selected, St+1 be the support of θt+1, and w̃ be the
noise vector added to the selected s-sparse vector. Then, for η0 = 2/3γ, there exists an abso-
lute constant c0 so that, choosing s≥ c0(γ/α)2s∗ guarantees

Ln(θt+1)−Ln(θ̂)≤
(

1− ρ · α
γ
− 2s∗

s+ s∗

)(
Ln(θt)−Ln(θ̂)

)
+Cγ

∑
i∈[s]

‖wi‖2∞ + ‖w̃St+1‖22

 ,

where 0< ρ< 1 is an absolute constant, and Cγ > 0 is a constant depending on γ.

Proposition 5.3 is proved in Section C.6. While conditions (5.6) and (5.7) are similar to
the ordinary strong convexity and smoothness conditions in appearance, they are in fact much
weaker because θ̂, θt are both s-sparse. In the next section, we apply the iterative hard thresh-
olding algorithm to the GLM likelihood function and obtain its rate of convergence to the
truth β∗.

5.2.2. Noisy Iterative Hard Thresholding for the Sparse GLM. Assuming that the true
GLM parameter vector β∗ satisfies ‖β∗‖0 ≤ s∗, we now specialize the results of Section
5.2.1 to the GLM negative log-likelihood function

Ln(β;Z) =
1

n

n∑
i=1

(
ψ(x>i β)− yix>i β

)
.
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Algorithm 5: Differentially Private Sparse Generalized Linear Regression
Input : Ln(β,Z), data set Z , sparsity level s, step size η0, privacy parameters ε, δ,

noise scale B, number of iterations T , truncation parameter R.
1 Initialize β0 with ‖β0‖0 ≤ s, set t= 0;
2 for t in 0 to T − 1 do
3 Compute βt+0.5 = βt − (η0/n)

∑n
i=1(ψ′(x>i β

t)−ΠR(yi))xi;
4 βt+1 = NoisyHT

(
βt+0.5,Z, s, ε/T, δ/T, η0B/n

)
;

5 end
Output: βT .

Some assumptions about the data set {(yi,xi)}i∈[n] and its distribution will be helpful for
analyzing the accuracy and privacy guarantees of Algorithm 5. The necessary assumptions
for the high-dimensional sparse case are identical to those for the low-dimensional case,
except with (D1) replaced by (D1’), as follows.

(D1’) Bounded design: there is a constant σx <∞ such that ‖x‖∞ < σx almost surely.

Because Algorithm 5 is a special case of the general Algorithm 4, the privacy guarantee of
Algorithm 5 reduces to specializing Lemma 5.3 to GLMs, as follows.

LEMMA 5.4. If assumptions (D1’) and (G1) are true, then choosing B = 4(R+ c1)σx
guarantees that Algorithm 5 is (ε, δ)-differentially private.

The lemma is proved in Section C.7. For the rate of convergence of Algorithm 5, the re-
stricted strong convexity and restricted smoothness of the GLM likelihood (see, for example,
[40], Proposition 1) combined with the sparsity of β̂, β∗ and βt for every t are sufficient
for conditions (5.6) and (5.7) in Proposition 5.3 to hold. Applying Proposition 5.3 in a proof
by induction leads to an upper bound for ‖βT − β∗‖22. Below we state the main result; the
detailed proof is in Section C.8.

THEOREM 5.2. Let {(yi,xi)}i∈[n] be an i.i.d. sample from the model (5.1) where the
true parameter vector β∗ satisfies ‖β∗‖0 ≤ s∗. Suppose assumptions (D1’), (D2), (G1) and
(G2) are true. There exist data-agnostic choices of tuning parameters s � s∗, η0 = O(1),
R = O(

√
logn), B = O(

√
logn), T = O(logn), and initial value β0 ∈ Rd such that, if

n& c(σ)
(
s∗ logd

√
log(1/δ) log3/2 n/ε

)
, the output of Algorithm 5 satisfies

‖βT −β∗‖22 . c(σ)

(
s∗ logd

n
+

(s∗ logd)2 log(1/δ) log3 n

n2ε2

)
.(5.8)

with probability at least 1− c3 exp(−c4 log(d/s∗ logn))− c3 exp(−c4 logn) for some abso-
lute constants c3, c4 > 0.

The assumed scaling of n versus d, s∗, ε and δ in Theorem 5.2 is reasonable, as the min-
imax lower bound, Theorem 5.1, shows that no estimator can achieve low `2-error unless
the assumed scaling holds. The rate of convergence of Algorithm 5 implies that the minimax
lower bound (5.5) established via score attack is optimal except possibly for factors of logn,
when δ is set at the usual level δ � n−α for some α> 1.
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6. Nonparametric Function Estimation. Although the score statistics is a fundamen-
tally parametric concept, the score attack method can still lead to optimal minimax lower
bounds in nonparametric problems, as this example demonstrates.

Consider n pairs of random variables {(Yi,Xi)}i∈[n] drawn i.i.d. from the model

Yi = f(Xi) + ξi,Xi ∼ U [0,1],

where the noise term ξi is independent ofXi and follows theN(0, σ2) distribution. We would
like to estimate the unknown mean function f : [0,1]→R with (ε, δ) differential privacy. For
an estimator f̂ of the true f , a reasonable metric for its performance is the mean integrated
squared risk (MISE),

R(f̂ , f) = E
[∫ 1

0
(f̂(x)− f(x))2dx

]
,

where the expectation is taken over the joint distribution of {(Yi,Xi)}i∈[n]. As the true f is
unknown, we cannot hope to know R(f̂ , f) in general and assume instead that f belongs
to some pre-specified class of functions F . We may then circumvent the dependence on
unknown f by considering the maximum MISE of f̂ over the entire class F ,

sup
f∈F

R(f̂ , f) = sup
f∈F

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
.

That is, R(f̂ ,F) measures the worst-case performance of f̂ over the function class F . In
this example, we take F to be the periodic Sobolev class W̃ (α,C) over [0,1]: for α ∈N and
C > 0,

W̃ (α,C) =

{
f : [0,1]→R

∣∣∣ ∫ 1

0
(f (α)(x))2dx≤C2, f (j)(0) = f (j)(1) for j ∈ [α− 1]

}
.

As usual, let the collection of all (ε, δ)-differentially private estimators be denoted byMε,δ .
The privacy-constrained minimax risk of estimating f is therefore

inf
f̂∈Mε,δ

sup
f∈W̃ (α,C)

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
.

We shall characterize the privacy-constrained minimax risk by first deriving a lower bound
via the score attack method in Section 6.1, and then exhibit an estimator with matching risk
upper bound in Section 6.2.

6.1. The Nonparametric Minimax Lower Bound. Lower bounding the onparametric
privacy-constrained minimax risk is made easier by a sequence of reductions to paramet-
ric lower bound problems. The first step is to consider the orthogonal series expansion of
f ∈ W̃ (α,C) with respect to the Fourier basis

ϕ1(t) = 1;ϕ2k(t) =
√

2 cos(2πkt),ϕ2k(t) =
√

2 sin(2πkt), k = 1,2,3 · · · .

We have f =
∑∞

j=1 θjϕj(x), where the Fourier coefficients are given by θj =
∫ 1

0 f(x)ϕj(x)dx, j =
1,2,3, · · · . The Fourier coefficients allow a convenient representation of the periodic Sobolev
class W̃ (α,C): a function f belongs to W̃ (α,C) if and only if its Fourier coefficients belong
to the “Sobolev ellipsoid",

Θ(α,C) =

θ ∈RZ+

:

∞∑
j=1

τ2
j θ

2
j <C2/π2α

 ,(6.1)
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where τj = jα for even j and τj = (j − 1)α for odd j. We can therefore define W̃ (α,C)
equivalently as

W̃ (α,C) =

f =

∞∑
j=1

θjϕj : θ ∈Θ(α,C)

 .

This alternative definition of W̃ (α,C) motivates a reduction from the original lower bound
problem over an infinite-dimensional space, W̃ (α,C), to a finite-dimensional lower bound
problem. Specifically, for k ∈N, consider the k-dimensional subspace

W̃k(α,C) =

f =

∞∑
j=1

θjϕj : θ ∈Θ(α,C), θj = 0 for every j > k

 .

It follows that W̃k(α,C)⊆ W̃ (α,C) for every k; in other words, for every k we have

inf
f̂∈Mε,δ

sup
f∈W̃ (α,C)

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
≥ inf
f̂∈Mε,δ

sup
f∈W̃k(α,C)

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
.

(6.2)

The next step is to find a minimax lower bound over each k-dimensional subspace, and opti-
mize over k to solve the original problem.

6.1.1. Finite-dimensional Minimax Lower Bounds via Score Attack. Once we focus on
the k-dimensional subspace, the problem can be further simplified. For an estimator f̂ and
some f ∈ W̃k(α,C), let {θ̂j}j∈N and {θj}j∈N be their respective Fourier coefficients. By the
orthonormality of the Fourier basis, we have

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
≥ E

k∑
j=1

(θ̂j − θj)2,(6.3)

reducing the original problem into lower bounding the minimax mean squared risk of esti-
mating a finite-dimensional parameter. Let Θk(α,C) denote a finite-dimensional restriction
of the Sobolev ellipsoid,

Θk(α,C) =

θ ∈Rk :

k∑
j=1

τ2
j θ

2
j <C2/π2α

 ,

and suppose M(X,Y ) is a differentially private estimator of θ = (θ1, θ2, · · · , θk) ∈
Θk(α,C). For i ∈ [n], consider the score attack given by

A(M(X,Y ), (Xi, Yi)) =

〈
M(X,Y )− θ, σ−2

Yi − k∑
j=1

θjϕj(Xi)

ϕ(Xi)

〉
,

whereϕ denotes the vector valued functionϕ : R→Rk,ϕ(x) = (ϕ1(x),ϕ2(x), · · · ,ϕk(x)).
When the reference toM and (X,Y ) is clear, we notateAi :=A(M(X,Y ), (Xi, Yi)). To

establish a lower bound of supθ∈Θk(α,C) E‖M(X,Y )− θ‖22, we shall analyze
∑

i∈[n] EAi,
the expected value of score attacks summed over an entire data set.

PROPOSITION 6.1. IfM is an (ε, δ)-differentially private algorithm with 0< ε< 1, then
for sufficiently large n and every θ ∈Θk(α,C), it holds that∑

i∈[n]

EX,Y |θAi ≤ σ−1
(

2nε
√

EX,Y |θ‖M(X,Y )− θ‖22 + 8Cn
√
k log(1/δ)δ

)
.(6.4)
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The proof of Proposition 6.1 is deferred to Section D.1.
After upper bounding

∑
i∈[n] EX,Y |θAi at every θ ∈Θk(α,C), we show that

∑
i∈[n] EX,Y |θAi

is bounded away from zero in an “average" sense: there is a prior distribution π over θ ∈
Θk(α,C) such that

∑
i∈[n] EθEX,Y |θAi is lower bounded. Specifically, let each θj follow

the uniform distribution between−B and B, where B2 = C2

2π2α

(∫ k+1
1 t2αdt

)−1
� k−(2α+1),

so that
k∑
j=1

τ2
j θ

2
j ≤B2

k∑
j=1

j2α ≤ C2

2π2α

ensures the chosen prior distribution is supported within Θk(α,C).

PROPOSITION 6.2. Let B2 = C2

2π2α

(∫ k+1
1 t2αdt

)−1
. Suppose M is an estimator of θ

satisfying

sup
θ∈Θk(α,C)

E‖M(X,Y )− θ‖22 ≤
kB2

20
.

If each coordinate of θ follows the uniform distribution between −B and B, then there is
some constant c > 0 such that ∑

i∈[n]

EθEX,Y |θAi > ck.(6.5)

The proposition is proved in Section D.2. Like in every parametric example we have con-
sidered so far, the bounds of the score attack’s expectations, Propositions 6.1 and 6.2, imply
a finite-dimensional minimax lower bound.

PROPOSITION 6.3. If 0< ε< 1 and 0< δ < cn−2 for a sufficiently small constant c > 0,
it holds that

inf
M∈Mε,δ

sup
θ∈Θk(α,C)

E‖M(X,Y )− θ‖22 & min

(
k−2α,

k2

n2ε2

)
.(6.6)

The finite-dimensional lower bound is proved in Section D.3. We are now ready to recover
the nonparametric lower bound by optimizing over k.

6.1.2. Optimizing the Finite-dimensional Lower Bounds. By the reductions (6.2) and
(6.3), it suffices to optimize the finite-dimensional lower bound (6.6) with respect to k to
obtain the desired lower bound over W̃ (α,C), by setting k � (nε)

1

α+1 .

THEOREM 6.1. If 0 < ε < 1, 0 < δ < cn−2 for a sufficiently small constant c > 0 and
nε& 1, it holds that

inf
f̂∈Mε,δ

sup
f∈W̃ (α,C)

E
[∫ 1

0
(f̂(x)− f(x))2dx

]
& n−

2α

2α+1 + (nε)−
2α

α+1 .(6.7)

The first term can be recognized as the optimal MISE of function estimation in the pe-
riodic Sobolev class of order α, and the second term is the cost of differential privacy. The
next section shows the optimality of this nonparametric privacy-constrained lower bound, by
exhibiting an estimator with matching MISE up to a logarithmic factor in n.
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6.2. Optimality of the Nonparametric Lower Bound. Absent the differential privacy con-
straint, the jth Fourier coefficient of the mean function f can be estimated by its empir-
ical version, θ̂j = n−1

∑n
i=1 Yiϕj(Xi), and the function f is then estimated by f̂(x) =∑K

j=1 θ̂jϕj(x) for some appropriately chosen K .
We construct an estimator of f also by estimating the Fourier coefficients with differential

privacy, then the estimator of f would be differentially private as well by post-processing.
The sample mean θ̂j = n−1

∑n
i=1 Yiϕj(Xi) lends itself naturally to the noise addition mech-

anisms, except that the Gaussian-distributed Yi are unbounded. Truncating the Yi’s before
computing the empirical coefficient enables bounding their sensitivity over adjacent data sets
and informing our choice of random noise distribution.

We fix the number of terms in the estimator at K , and let ϕ denote the vector valued func-
tion ϕ : R→ RK , ϕ(x) = (ϕ1(x),ϕ2(x), · · · ,ϕK(x)). With the aforementioned truncation,
the empirical Fourier coefficients with truncation are given by

1

n

n∑
i=1

Yi1(|Yi| ≤ T ) ·ϕ(Xi).

Over two adjacent data sets D,D′ with symmetric difference {(Yi,Xi), (Y
′
i ,X

′
i)}, their

empirical coefficients differ by

∆D,D′ =
1

n

(
Yi1(|Yi| ≤ T ) ·ϕ(Xi)− Y ′i 1(|Y ′i | ≤ T ) ·ϕ(X ′i)

)
∈RK .

Although the truncation of Y and the boundedness of ϕ imply straightforward `p-norms
bounds of ∆D,D′ which scales with the dimension K , [24] observes that noise addition
according to the K-norm mechanism [26] (the “K" in “K-norm" is unrelated to the dimension
K of the estimator) can achieve much improved accuracy compared to the usual Laplace or
Gaussian mechanisms based on `1 or `2 sensitivities.

Specifically, observe that∆D,D′ belongs to a scaled version of the set

S = conv{±ϕ(x), x ∈ [0,1]} ⊆RK ,

where conv{·} refers to the convex hull. The set S , known as the Universal Caratheodory
orbitope [24, 46], is convex, compact, centro-symmetric and has an non-empty interior,
and therefore induces a norm on Rk: ‖v‖S = inf{r > 0 : x ∈ r · S}. It then follows that
‖∆D,D′‖S ≤ 2T/n for any adjacent D,D′, and the K-norm mechanism [26] implies that
(ε,0)-differential privacy is achieved by

θ̃K,T =
1

n

n∑
i=1

Yi1(|Yi| ≤ T ) ·ϕ(Xi) +w,

where w is drawn from the density gw(t) ∝ exp
(
−2nε

T ‖t‖S
)
. While sampling from this

unconventional distribution is highly non-trivial, Section 4.4.4. of [24] proposes an efficient
sampling algorithm, and we focus on the statistical accuracy of θ̃K,T and the associated
function estimator

f̃K,T =

K∑
j=1

(
θ̃K,T

)
j
ϕj(x).(6.8)

THEOREM 6.2. If T = 4σ
√

logn and σ2 ≤ c0 for some absolute constant c0, and K =

c1 min(n−
1

2α+1 , (nε)−
1

α+1 ) for some absolute constant c1 > 0, then

sup
f∈W̃ (α,C)

E
[∫ 1

0
(f̃K,T (x)− f(x))2dx

]
. n−

2α

2α+1 + (nε)−
2α

α+1 · logn.(6.9)
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Theorem 6.2 is proved in Section D.4. The risk upper bound (6.9) matches the privacy-
constrained minimax lower bound (6.7), up to a logarithmic factor in n.

7. Discussion. In the present paper, we introduced a new technique, the score attack, for
lower bounding the privacy-constrained minimax risk in differentially private learning. We
demonstrated the effectiveness of this novel technique through a range of examples covering
classical statistical problems, a ranking problem, a high-dimensional sparse problem, and a
nonparametric problem. In each example, we were able to obtain an optimal minimax lower
bound (up to at most a logarithmic factor) by defining an appropriate form of score attack
and carrying out the analysis introduced in Section 2.2. These results suggest that the score
attack technique could be useful for characterizing the necessary cost of differential privacy
in other statistical problems.

The logarithmic gaps between upper and lower bounds in this paper may warrant further
investigation. Some of them appear to be artifacts of truncating unbounded data or composit-
ing iterative steps, and can potentially be eliminated by constructing more efficient algo-
rithms. Some other gaps related to the privacy parameter δ may suggest interesting questions
about the inherent difficulty of parameter estimation with differential privacy, for example,
whether, or when, the “approximate", (ε, δ)-differential privacy is less costly in statistical
inference than the “pure", (ε,0)-differential privacy in all statistical problems.

At present, the score attack method has only been applied to the `2-loss, but it would be
useful to extend it to other loss functions for statistical problems, such as model selection,
where the `2-distance may not be the most appropriate metric. Additionally, it would be in-
teresting to explore whether the score attack method can be generalized to interval estimation
and testing problems, as many lower bound methods in non-private statistical theory are uni-
fied across point estimation, confidence intervals, and hypothesis testing.

8. Proofs. We prove Theorem 2.1 in this section. For reasons of space, the proofs of
other results and technical lemmas are given in the supplement [15].

8.1. Proof of Theorem 2.1.

PROOF. For soundness, we note that xi and M(X ′i) are independent, and therefore

EAθ(xi,M(X ′i)) = E〈M(X ′i)− θ, Sθ(xi)〉= 〈EM(X ′i)− θ,ESθ(xi)〉= 0.

The last equality is true by the property of the score that ESθ(z) = 0 for any z ∼ fθ . As to
the first absolute moment, we apply Jensen’s inequality,

E|Aθ(xi,M(X ′i))| ≤
√
E〈M(X ′i)− θ, Sθ(xi)〉2

≤
√
E(M(X ′i)− θ)>(VarSθ(xi))(M(X ′i)− θ)≤

√
E‖M(X)− θ‖22

√
λmax(I(θ)).

For completeness, we first simplify∑
i∈[n]

EAθ(xi,M(X)) = E
〈
M(X)− θ,

∑
i∈[n]

Sθ(xi)
〉

= E
〈
M(X),

∑
i∈[n]

Sθ(xi)
〉
.

By the definition of score and that x1, · · · ,xn are i.i.d.,
∑

i∈[n] Sθ(xi) = Sθ(x1, · · · ,xn) =

Sθ(X). It follows that

E
〈
M(X),

∑
i∈[n]

Sθ(xi)
〉

= E
〈
M(X), Sθ(X)

〉
=
∑
j∈[d]

E
[
M(X)j

∂

∂θj
log fθ(X)

]
.
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For each term in the right-side summation, one may exchange differentiation and integra-
tion thanks to the regularity conditions on fθ , and therefore

E
[
M(X)j

∂

∂θj
log fθ(X)

]
= E

[
M(X)j(fθ(X))−1 ∂

∂θj
fθ(X)

]
=

∂

∂θj
E
[
M(X)j(fθ(X))−1fθ(X)

]
=

∂

∂θj
EM(X)j .

8.1.1. Proof of Lemma 2.1.

PROOF. Let Ai :=Aθ(xi,M(X)), A′i :=Aθ(xi,M(X ′i)), and let Z+ = max(Z,0) and
Z− = −min(Z,0) denote the positive and negative parts of a random variables Z respec-
tively. We have

EAi = EA+
i −EA−i =

∫ ∞
0

P(A+
i > t)dt−

∫ ∞
0

P(A−i > t)dt.

For the positive part, if 0< T <∞ and 0< ε< 1, we have∫ ∞
0

P(A+
i > t)dt=

∫ T

0
P(A+

i > t)dt+

∫ ∞
T

P(A+
i > t)dt

≤
∫ T

0

(
eεP(A+

i > t) + δ
)

dt+

∫ ∞
T

P(A+
i > t)dt

≤
∫ ∞

0
P(A′i

+
> t)dt+ 2ε

∫ ∞
0

P(A′i
+
> t)dt+ δT +

∫ ∞
T

P(|Ai|> t)dt.

Similarly for the negative part,∫ ∞
0

P(A−i > t)dt=

∫ T

0
P(A−i > t)dt+

∫ ∞
T

P(A−i > t)dt

≥
∫ T

0

(
e−εP(A′i

−
> t)− δ

)
dt+

∫ ∞
T

P(A−i > t)dt

≥
∫ T

0
P(A′i

−
> t)dt− 2ε

∫ T

0
P(A′i

−
> t)− δT +

∫ ∞
T

P(A−i > t)dt

≥
∫ ∞

0
P(A′i

−
> t)dt− 2ε

∫ ∞
0

P(A′i
−
> t)− δT.

It then follows that

EAi ≤
∫ ∞

0
P(A′i

+
> t)dt−

∫ ∞
0

P(A′i
−
> t)dt+ 2ε

∫ ∞
0

P(|A′i|> t)dt+ 2δT +

∫ ∞
T

P(|Ai|> t)dt

= EA′i + 2εE|Ai|+ 2δT +

∫ ∞
T

P(|Ai|> t)dt.

The proof is now complete by soundness (2.4).

8.1.2. Proof of Lemma 2.2.
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PROOF. For each j ∈ [d], by Lemma 2.1, we have

Eπj
(
∂

∂θj
gj(θ)

)
= Eπj

(
∂

∂θj
E[gj(θ)|θj ]

)
= Eπj

[−E[gj(θ)|θj ]π′j(θj)
πj(θj)

]
Because |gj(θ)− θj | ≤ ‖g(θ)− θ‖2 ≤ EX|θ‖M(X)− θ‖2 for every θ ∈Θ, we have

Eπj
[−E[g(θ)|θj ]π′j(θj)

πj(θj)

]
≥ Eπj

[−θjπ′j(θj)
πj(θj)

]
−Eπj

[
EX|θ‖M(X)− θ‖2 ·

∣∣∣∣π′j(θj)πj(θj)

∣∣∣∣]

≥ Eπj
[−θjπ′j(θj)

πj(θj)

]
−
√

EπjEX|θ‖M(X)− θ‖22

√√√√Eπj

[(
π′j(θj)

πj(θj)

)2
]
.

So we have obtained

Eπj
(
∂

∂θj
gj(θ)

)
≥ Eπj

[−θjπ′j(θj)
πj(θj)

]
−
√

EπjEX|θ‖M(X)− θ‖22

√√√√Eπj

[(
π′j(θj)

πj(θj)

)2
]
.

Now we take expectation over π(θ)/πj(θj) and sum over j ∈ [d] to complete the proof.

SUPPLEMENTARY MATERIAL

Supplement to “Score Attack: A Lower Bound Technique for Differentially Private
Learning".
The supplement includes the proofs that were omitted from Sections 3 to 6. These proofs
cover the minimax optimality results under differential privacy for classical generalized linear
models, the Bradley-Terry-Luce ranking model, high-dimensional generalized linear models,
and the nonparametric regression model. Additionally, the supplement provides proofs of the
technical lemmas used in the main results.
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